Phishing emails and bogus contact: HM Revenue and Customs examples

If you think you have received a HM Revenue and Customs (HMRC) related phishing / bogus email or text message, you can check it
against the examples shown in this guide.

It will assist our investigations if you report all 'HMRC related' phishing emails and bogus text messages to HMRC. Even if you receive the
same / similar phishing email or text message on multiple occasions, please forward it to phishing@hmrc.gsi.gov.uk and then delete it.
Do not open any attachments or click on any links within the email or text message, as they may contain malicious software or direct
you to a bogus website.
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Email scam addresses

Tax rebate / tax refund

HMRC will never send notifications of a tax rebate / refund by email, or ask you to disclose personal or payment information by email.
Do not visit the website contained within the email or disclose any personal or payment information. A selection of scam email
addresses used to distribute the tax rebate emails can be seen below:

* reve.alert@hmrc.gov.uk

* services@hmrc.co.uk

* noreply@hmrevenue.com
* service@hmrc.gov.uk

e service.refund@hmrc.gov
* secure@hmrc.co.uk

*  hmrc@gov.uk

*  taxes@hmrc.co.uk

* taxrefund-notice@hmrc.gov.uk
* taxrefund@hmrc.gov.uk

* refund-help@hmrc.gov.uk
* service@online.com

*  email@hmrc.gov.uk

e refund.alert@hmrc.gov.uk
e refunds@hmrc.gov.uk

* srvcs@hmrc.gov.uk

¢ alertsonline@hmrc.co.uk



* info@hmrc.gov.uk

* rebate@hmrc.gov.uk

HMRC does not use any of the above email addresses.

Phishing examples

An example of a HMRC related phishing email / phishing website designed to trick people into disclosing personal information
can be seen below:-

| HM Revenue & Customs

Pending Tax Refund

Dear SirMadam

Wit would (ke o notify you that you still have an outstanding tax refund of £265.34 from overpaid ta from year ending 2014, despite our previous letters regarding wour refund we are vet to receiva your claim. Requests for relunds are time
limited please use the link below 1o complete your claim online also note the following

»  You have untll the 1st of December 20156 1o make your claim

o Ralerence No: 2013149563 240
«  Wie can only process a refund for the taxyear we have detailed above

Start Claim

W aim to send repavments within 2 weeks, but it mav take longer in some cases. You should wait 4 weeks before contacting us ahoutthe payment

Hit Revenue and Customs
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Online Services - Refund form

Due to a recalculation of your last fiscal activity you are eligible to receive a refund
Axse pter oL Pe - - —a e e mace
Full Name™
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ay - Mo ~ - ~ D T
didr ess®
City*
Paos je
ACCOUNT NumDer*
Sort code™

SMS / text messages

HMRC may occasionally issue SMS / text messages, however these messages will never request personal or banking information. If you
receive a text message claiming to be from HMRC offering a ‘tax refund’ in exchange for personal / banking details you should not
respond. Do not open any links contained within the message.



It would assist our investigations if you could forward details of the text message to us via email to phishing@hmrc.gsi.gov.uk before
deleting it.

An example of a phishing SMS / text message can be seen below

Message
Yesterday 21:46

Dear Customer. Please
note that, at this moment
we have to refund you
£280.40,taxes for the last 2
years. Please visit http://
hmrc-online-refund.com/

Recent Phishing email Scams

Create a Government Gateway account

HMRC is aware of a bogus email advising customers they need to ‘create a government gateway account’ in order to receive a tax refund.
The email has been issued in various formats, an example of this scam can be seen below. Do not respond to the email, click on any links
or download any attachments. Please forward it to phishing@hmrc.gsi.gov.uk and then and delete it.




From: sincohmrrecep@eolswang.com
Subject: Tax Return Notification

To: X0 PN

Date:

Hi XXX

W are sending this email to announce that after the last annual calculation of your fiscal activity | we
have determinated that you are eligible to receive a tax return of £184 32 In order to receive your refund
you need to creste a government gatevway account.

Refund Number MC475012007

Issued Date March 25, 2016
Receiver K
Ammount £184.32
DESCRIPTION Service Ammount
Tax Return HMRC Service £184.32
Ref ID: MC475012007
|
Refundable Ammount £184 32
Tax Remain £0.00
Delivery Electronically - CARD_
Total to
receive £184.32

Update your Adobe flash player to proceed with your refund - scam

HMRC is aware of a bogus email advising customers they have a refund, it advises ‘Adobe Flash Player is out of date!’. This isa scam, do
not click on any links or respond to the email as it may contain malicious software.

BCCas
Subject: FW: Your Tax Refund
Attached: @g&ate vour Adobeflash plaver below to proceedwith vour refund.html (64 Bl
E- [ . L II‘3- ! -I4- ! -SI- -S-I cF I-s- ! -I‘j- ! -IUI- ! -11-‘| c1z - II-13- ! -1I4- ! -15: [ 1 c1F -Ils‘ ! -19I- ! -20-I| t2l- II-22- ! -I23- ! -24I- ! -25-I| *2h \I-27- ! -2‘8‘ ! -29: 130 .I °d

Subject: Your Tax Refund

To:

From: online@hmrc

Date: Fri, 22 Apr 2016 18:03:00 <0800

Adobe Flash Player Update

“Adobe Flash Player" is out of date!

The version of “Adobe Flash Flayer” on your system does notinclude the latest security updates and has been blocked. To continue with your refund download an updated version
(Recommended)

Download

Later



Refund companies

HMRC is aware of companies who issue emails advertising their services. They offer to apply to HMRC for a rebate of National

Insurance/tax on the customer's behalf, usually for a fee. These companies are not connected with HMRC in any way.

Historical phishing emails

The following are descriptions of phishing emails already reported by customers to HMRC: PayPaI

Emails advising customers to download an attachment to request a tax refund via PayPal. Do not download the attachment.

Your tax refund is available via PayPal

Dear tax payer,

After the last annual calculations of your financial activity, we have determined that you
are eligible to receive a tax refund of 2691.98 GBP.

You can submit your tax refund request with any of the banks listed below through PayPal.

Banks:
e Halifax
e Lloyds TSB
e Barclays
* Santander

Download the attachment in this mail, fill out the form and submit to initiate your tax
refund.

After submission, it takes up to five working business days for your refund to be completed.

Note: A refund can be delayed for a variety of reasons. For example, submitting invalid
information or applying after deadline.

Yours Sincerely,

HM Revenue & Customs

Security checks

Emails sent to customers from secure@hmrc.gov.uk claiming that HMRC is carrying out additional security checks and requesting
confirmation of bank details. Do not click on any of the links contained in the email.

Export Clearance Process (Delivery Stop Order)

Emails claim that goods have been withheld by customs and require a payment before release.



Requests made to customers for payment or personal information

HMRC is aware that customers have received emails requesting personal details or payment in exchange for:

" From: *1-1@hmirc.gov-uk™<1-1@hmic gov.uk*
Sent: Saturday, 16 March 2013 1; 52" .
Subject: Speual Report Semusly Read & Retiirn

(d?v y HM Revenue

7 & Customs

-

HM Reiéniié & Custonis - 100 Parliaiént Stréé
London, SW1A 2BQ. United Kingdom
‘Departmenit- Audit and Risk Committee Team
‘Teléphone - +44-7045772860

Telephone ++44-7045779897

Fax No - +44-700- 593-1;76

Message:Sole Beneficiary
File Code RC/B:!BG 32

‘Thié message is to inform you reat help
difficultiés expéniénced GG youir fuinds due 16 appmpnale docurientation of your
case file presently forwarded to my-department for correction before payment. | received
‘some documents 6h your ‘behalf from the Slpieme Couirt of the United Kingdom, nstructmg
that we should investigaté yourinternational fund payment case and return an advanced
paymenl Fmeen Million United States Dollars which was pand o an account on your
namé bedidse they ard fio I6RGér recemng inforatioi from 'y your réptegehlatwu on this
issue.

In view of the abeve, I'have been assignéd to handle your case-and I'am notifying you
lhrough this channel berause your email address.is conlamed n the documents I reeewed
from the Cauit Falow:ng thé fecentinformation CONEEerming e 1506 delaymg the payinent. !
olyour funds, we have reviewed miore. cases of delayedl. payments including your records.and
have decided to-assist our local-and international financial institutions in reésolving and
releasing miost individual wllhheld and unpaid funds which includes contractinheritance

lunds gambling/loftery. awalded funds (sponsored by multinational csmpames) and othier
‘private business: wspendedhmﬂ\held funds yet to'be plald toits beneﬁclarv s fon:cgn account
‘worldwide

‘Furthier o this development, our defénse stritégy has yieldéd a voluminous result thiough

Jmmense resolution of financial msues with our local and foreign firiancial units involved in

your case and our extenswe mvubgabon confirmed that you are the ongmal beneﬂculy

approved lo fecéve an advanced payment of $15,000,000.00 USD meant lo be credited nto-

your foreign bank account pendlng your ackriowledgment in the provision of the réquirements;::
seded for.an ational and final payment of your funds

l ml prémde you evety necéssary ments that wlll énabléy técerve your funds and lor
plopev deéntification, you aré’ “advised 16. pfowde a séannéd copy af § your drvér's hiéénse or
‘infernational passport (any identification document) including details of your residential,;
‘address for postal delivery Also note that | will lonwatd you the documems n my possess‘on
as_seon as | receive your quick response’

Youirs Sincérely,

Ms.Jennie Granger.

(Dneclor General Epforcement & Complance) :
‘HM Revenue & Customs (HMRC), ?

* |ottery winnings

* seized goods/packages (held by Customs and Excise)

* certificates/bonds

* inheritance payments

HMRC will never request payment or personal details by email.

If you receive any of these emails please forward them to phishing@hmrc.gsi.gov.uk and then delete them.

Note: fraudsters sometimes sign off such scams using the name of a genuine member of HMRC to try and make the scam appear more
genuine. If you're in any doubt, please forward the email to HMRC for verification.



' ”HM Revenue |
| & Customs Tax

ATTENTION: HM Revenue & Customs
Our Ref: MF/UK/CB-XX-21/15 Personal Tax Office
11/06/2015

BRITISH INLAND REVENUE TAX NOTICE -

The Directorate-General for Tax and Customs Policy Revenue of the United Kingdom via its intelligence
monitoring network have discovered that NY Merchant Bank, New York, USA initiated a transfer of $1,000,000.00
equivalent in local acceptable currency £640,000.00 being proceeds of Sony Corporation Charity Donation,
without the payment of a Residential Income Tax ( Income from Abroad either on Foreign Pension, Rent from
Property Abroad, International Charities & Lottery Donations, International Capital Investment Interest).

Residential Tax is the sole responsibilities of the beneficiary especially been that the funds are been transferred
from outside the shores of the United Kingdom and not from or within the European Union countries nationals,
the below addressed beneficiary is entitled to a residential income tax of 0.2% on prize and charities processed
from Sony Corporation, New York, USA.

- Name:

- Address:

- Taxable Incoming Transfer Rate: 2% = £12,800 (Payable by Beneficiary).
- Taxable Charity Income: £640,000.00

The transferred £640,000.00 is currently been placed on HOLD due to the Tax Investigation Service Department
indicating you as a Legal Resident of the United Kingdom, in this case it is mandatory that the Residential
Income Tax be settled before a successful release of the held £640,000.00 can be authorized into your operating
bank account. In accordance with British Tax system of Inland Revenue Ordination Decree 2003 Section 51 of
UK Tax Legislation Law reviewed by the UK Government and former State Secretary of Ministry of Finance,
Revision of Tax 2005.

HMRC writes to the awareness of both the beneficiary and the transferring financial institution NY Merchant
Bank, USA that during the process of transferring such amount of money exceeding £10,000 into the shores of
the United Kingdom, the recipient has to comply fully with the provision of the financial regulations and
directives contained in Section 51 of 2003 decree act which stipulates that for any incoming international
transfer from £10,000 outside the European Union countries the recipient is entitled to .2 % of the transferred
amount.

Failure by the beneficiary to abide to the lay down procedures, regulations and settling of taxable rate of £12,800
will result to complete termination of pending transferred sum of £640,000.00 and will be considered under the
UK laws and policy of confiscation & returns.

Inland Revenue Board All Rights Reserved. Reg. Charity S16898



:HER MAJESTY CUSTOMS AND REVEN'UE COM'MISSION
:50 Hall Martins Street
London United ngdom
44:70-40124-973
44-7011146-604 .
44-70-1113-2707
:44-70-00804-579 (F

P

‘COMPENSATION OF SWINDLED VICTIMS:

Iniporfantly, formltoductmnpmpose,hmm PaulGny acungchammn,ng
ijesty(.\astomsandRz\'enueComnsswn.

moneyenherhythefmmofﬁlseutm comactsonmmsofmndlem eomeqneut

_ghmeu:) wehlwdec:dedtocompensm
ﬁcnhnmstofmesexwmdlenfnlsely :

'comuusohfnca plensehelpﬁgncom:puonmAfm:;

“The British govemmulmcon;nncnon with ‘the affected Afnca countries (African-
.DewlopmemBank)hnesubhsbedannmsRedmssdeomnumfmds .
(VRCFs). The funds is absolutely meant for the sincere compensation of all affected
victin/'s. Her Majesty Customs and Revemie Commission solely supervises, monitors
-and allocates compensation:

As a matter of urgency, donmdelaytocomctnsusoonasyourecewetmsemd
‘message to enable us expedite action for the payn :
iimediately.

Letter scams
Publication of companies and VAT registration numbers in the UK

Whilst this is not a phishing scam HMRC is aware of a letter which is being issued to customers which leads them to believe that they
are required to provide details of their VAT registration number.

This company is not connected to HMRC and you are under no obligation to reply to the letter. Example of the

letter (PDF 219K)
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Bogus callers

HMRC is aware that some people have received telephone calls or home visits from people claiming to be from HMRC. These bogus callers
may encourage you to provide bank account / personal information in exchange for ‘tax advice’ or a bogus refund.

If you cannot verify the identity of the caller we recommend that you do not liaise with them. You may wish to consider reporting the
incident to Action Fraud.

View details of current contact issued from HMRC

Request to complete NRL1 forms and return by Fax

Lettings agents and landlords living abroad are being targeted by a series of scams. These request completion of a form NRL1 (by email,
letter or fax) and ask for a considerable amount of personal information.

These forms (which may be headed 'Application for Withholding Certificate for Dispositions by Foreign Persons of UK Real Property
Interests' or 'Application for a tax-free account and to receive rental income without deduction of tax for Non- UK Residents') are not
issued by HMRC and should not be completed.

HMRC will never ask you to disclose personal information by email or fax.
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